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Appendix A : 35115Un Pop-up Blocker w84 Browser
® d1m5u Windows Internet Explorer (IE)
" H9n Tool >> Internet Options

File  Edit  Wiew Favuriteg' s ) Help

T:? ﬂﬁ? [%ljl E ik f fran

Delete Browsing History, .,

Paop-up Blocker
Phishing Filker r

fufifioudy ihgsruuaany
Manage Add-ons r

Windows Lipdate

#11U i Onefote

Inkernet Opkions

sULAnRRnMNNSRaAT Iagidan Tools uag Intemet Options
We1I1n15Un Pop-up Blocker w84 Browser Windows Internet Explorer (IE)

" §on Privacy >> liiden (Uncheck) Turn on Pop-up Blocker

o> natul_%__|
rlni‘:ruei Uytiis, ﬂmi

General Securitylpri\’ac?lContent Connections || Programs | Adwvanced

Sektings
3: Select a setting For the Internet zone.

Medium

- Blacks third-party cookies that do not have a compact

privacy policy

- Blocks third-party cookies that save information that can
4 - be used ko contack vou without vour explicit consant

- Restricts first-party cookies that save information that

can be used to contact vou without waour implicit consent

[ Sites ] [ Impart ] [ Advanced Default

Pop-up Blocker

Prevent most pop-up windows From Setkings
appearing.

2 | ] Turn an Pop-up Elacker

3' [0 4 I[ Cancel ] Apply

JULARI9NMNT5A3AN Ing Uncheck Turn on Pop-up Blocker
We1I1n15Un Pop-up Blocker w89 Browser Windows Internet Explorer (IE)
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® F1mSuU Mozilla Firefox
" §9n Tool >> Options...

File Edit ‘ew History ﬁookmarksl Help

" Web Search Chrl+K
LRT
Downloads Chrl+]
Add-ons
|j {Untitled) Java Console
Errar Consale Crl+Shift+3
Page Info

Start Private Browsing  Ctrl4+-shift+P
Clear Recent History ... Chrl+-Shift+Del

2 Cptions...

JULARIR9NIMNNSAAAN Tngildean Tools wag Options...
Wovinn1sUa Pop-up Blocker 483 Browser Moxzilla Firefox

® 390 Content >> Widan (Uncheck) Block pop-up >> ﬂm'ju
Uuiius 1 a‘

General Tabs Content | Applications  Privacy  Security Adve;nced

Load images automatically
Enable JavaScript

Fonts & Colors
Default font: | Times Mew Roman B siee: (16 &
Languages

Choose your preferred language for displaying pages

S ok | [ cance | [ mep |

EULLamaamwmsﬁam I8 Uncheck Block pop-up windows
LWe1I1N15UR Pop-up Blocker a4 Browser Mozilla Firefox
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d1m13U Google Chrome

2

" Fen >> FLaBn

B

= .
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i T

wib e tuduazldssydeu

wiila i ARADA M

g - w0+ [
v x

tudinmidudu. .

Fum..,

FiaH...

2 -

wianafia 3
nunsn »
Uszddinnedinem

Falivan

\Auafiu Google Chrome

AT AR

aan

JULARI9RNIMNTAIAT Tagiden faiden

Wievinsle Pop-up Blocker 484 Browser Google Chrome

I = Fig
= o ' A EE LM,
" EONIY VU >> Nat
faLdan ﬁuajo
arpadudgy 2 Fruflayammdaaiu
‘j‘,lg“\‘,i

SansaIue

=

JULERI9RNINNTAIAT Tagidaniuy Tugs waznady “nisaeaion..”

ea =4 "

Google Chrome a7 18LE nsfumaUTUUgIms G unguadseu
Lo ot el e

ArANTaEanln TErIMLE Al le GLuiuEeL

WA mMsSudu fMudafonaaiunminmg

TELE msnGIEA S LR NU Ay URL Afasdastu aufiag
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" nsesAidenn : Jeudy den sunnlvladnmuananseudy

(%
Y

JavasScript

Ar8nn1s

UANGu

ANsegALTam

- a .
® aunneidrodagamutuieias (uwaing

O e oA Tudued o018 umsdorndmiurasdutla nfuiniu

O vRanlod@nnnsTvdayaTee
[ tiodunnfuamansianitide
Fonniu ardoyaiuvas e sslandudadullausriead

dnmratauniu... anfnavdioya b inue. .

@ wamssrmafonie (Lusin

O "ridiaonmcanlen

Ammsdauniiu...

® ourre i lueninuaEonld Javascript (uusit
O "oy i luedTag Bunld JavaScript

Aamsdaunciu...

® aunreidlben fruaitushdnms GududmiilsTonoa

O launnatiluedtag FansTusianan

AR AT

® FuntddeTuid ()
O tadwimus
dnmstiauniiu

Umns T mlandufara, .

[@ aurmm’iﬁ"l”ﬁviﬁuwumuﬁmuﬂauﬁu ]
O launneTileTa el ()

Amaflannriu

sULanRanIMNNSRaAT laeiden “ougnliladnmuntansdeudy”
LWe1I1N15UR Pop-up Blocker w83 Browser Google Chrome
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Appendix B : A8n15AeAlAEIN15 Run Java Applet UU Internet Explorer 7.0 - 11.0 Lﬁaﬁﬂmi
Sign Yaya

Yunaun1siansszuulviaunsa Run Java Applet uu IE11 L1ivayinn1s Sign daya

1N 1

1. amulvanuazfinda JRE version 81830 https://www.java.com/en/download/installed.jsp
pelUsUNTY Internet Explorer Laztn Web browser yisnuanau

2. 'lUfi Control Panel > tdan Program > ialwd Java > 1don Tab Security > naUy Edit Site List
|| Java Control Panel = (=

General | Update Javﬁl Security |ﬂ~dvanced

Enable Java content in the browser

Security level for applications not on the Exception Site list
() Very High
Only Java applications identified by a certificate from a trusted authority are allowed to run,
and only if the certificate can be verified as not revoked.
(@) High

Java applications identified by a certificate from a trusted autharity are allowed to run, even if
the revocation status of the certificate cannot be verified,

Exception Site List

Applications launched from the sites listed below will be allowed to run after the appropriate security
prompts.

Restore Security Prompts Manage Certificates. ..
QK Cancel Apply
WI-DTI-NTNSW-031 alen1samedowitalduinistu Thailand National Single Window
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®

WI-DTI-NTNSW-031

naly Add > WU http//www.thainsw.net/ > nau OK

Applications launched from the sites listed below will be allowed to run after the appropriate security
prompts.

| Location

ttp:/fwww. thainsw.net|

Add
{h FILE and HTTP protocols are considered a security risk

" | Remove
We recommend using HTTPS sites where available.

nAYs Continue

Including an HTTP Location on the Exception Site List is
considered a security risk

Location: http:/fwww. thainsw.net

Locations that use HTTP are a security risk and may compromise the personal information on your
computer. We recommend induding only HTTPS sites on the Exception Site List.

Click Continue to accept this location or Cancel to abort this change.

Continue |

RTEY https://www.thainsw.net/

|£| Exception Site List

5]

Applications launched from the sites listed below will be allowed to run after the appropriate security
prompts.

Location

Ul http:ffwww. thainsw. net/

“ih FILE and HTTP protocols are considered a security risk.
We recommend using HTTPS sites where available.

Aifomsamzifouiielfu3nislu Thailand National Single Window
Version 1.1
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® anUu Manage Certificates...

| General | Update I Javal Security | Advanced

Enable Java content in the browser

Security level for applications not on the Exception Site list

() Very High

Only Java applications identified by a certificate from a trusted authority are allowed to run,
and only if the certificate can be verified as not revoked.

(®) High

Java applications identified by a certificate from a trusted authority are allowed ta run, even if

the revecation status of the certificate cannot be verified.

Exception Site List

Applications launched from the sites listed below will be allowed to run after the appropriate security

prompts.
http:/fwww . thainsw.netf ”

| Edit Site List...
W

Restore Security Prompts |i| Manage Certificates... ||
|

-

® 501 Signer CA > nald Import

Certificate type

User | System

Issued To Issued By

Remove Details

WI-DTI-NTNSW-031
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® .Gen File signNSW.p12 navs OPEN > nady Close > nadu OK
RUBAA WNISENULID8 Java Control Panel Lt TUsaaiiiuns Delete temporary files 984
1Usunsy Internet Explorer (ma5u)

Internet Options

General Security Privacy Content Connections Programs Advanced

Home page
/‘ To create home page tabs, type each address on its own line.
.
o
4 about:Tabs
Use current Use default Use new tab
Startup

() Start with tabs from the last session
(@ Start with home page
Tabs

Change how webpages are displayed in tabs. Tabs

Browsing history

Delete temporary files, history, cookies, saved passwords, and
web form information.

I Delete browsing history on exit I

| Delete... I Settings

Colors Languages Fonts Accessibility

Appearance

3. W IE Iyl wedsWumau Sign e1%u Dialog fagulvilien Later

-
Java Update Needed

'Q;.' Your Java version is insecure.
]

% Update (recommended)
Get the recommended secure version of Java now from java.com.

< Block

Block Java content frem running in this browser session,

< Llater

Continue and you will be reminded to update again later.

[T] Do not ask again until the next update is available.
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® {7y Dialog fiagu Tilien | accept ... waznAYY Run

Security Warning

Do you want to run this application?

Name: SignSignatureXMLApplet

' : Publisher: UNKNOWN
L3

From: https: /fwww. thainsw.net/RNSW [Ent/SignSignatureXML. jar
Running this application may be a security risk

Risk: This application will run with unrestricted access which may put your computer and personal
information at risk. Run this application only if you trust the publisher.

More Information

select the box below, then click Run to start the application

|.!..@.99§9.t..m§ a..n.t.te.ryn...ﬂ!iﬁ..999!@.@'9.0.;| | Fun Cancel

° Show Options

® {1%u Dialog ﬁﬁgﬂiﬁlﬁaﬂ Do not show this again for apps from the publisher and location
above wagnaUu Run

~
x
Do you want to run this application?
Name: com.java.applet.SignSignatureXMLApplet
I
‘:‘-‘) Publisher: YIT
=
Location:  htip:/fwww.thainsw.net
This application will run with unrestricted access which may put your computer and personal
information at risk, Run this application only if you trust the location and publisher above,
| Do not show this again for apps from the publisher and location above |
v More Information Run Cancel
. J

ad d' o a gj . U ¥ gj o . . . 3 Q{' U
381 2 vInsAnca JRE Version a1aaudd 91n1ui file trusted.cacerts, exception.sites (aulldiandy
14 ]
=] = = .
ANDL) 111199 Path %USERPROFILE%\AppData\LocalLow\Sun\Java\Deployment\security
IEn = security - O
“ Home Share View 0
(® = - 1[I %USERPROFILER\AppData)Locallow!Sun\ava\Deploymentisecurity v | = Search security »
%USERPROFILE%\AppData\LocalLow\ Sun'Java\Deploymentisecurity
It Favorites Search for " %USERPROFILE%\ AppData\LocalLow)Sun\Java\Deploymer Type Size
Bl Desktop PM VERSIONS File 1KB
& Downloads || blacklist.dynamic 7 34 PM DYNAMIC File 4KB
l Recent places | blacklisted.certs CERTS File 2KB
| exception.sites SITES File 1KB
1% This PC £ securitypack Executable Jar File 10KE
J Desktop |_| trusted.cacerts CACERTS File 1KB
| Documents |_| update securitypacktimestamp TIMESTAMP File 1KB
& Downloads |_| updatetimestamp TIMESTAMP File 1KB
W Music
= Pictures
H Videos
iy Windows (C:)
ca DATA (D)

&% DVD RW Drive (F) &

= Removable Disk (1)

€ Network

gitems

NEewn : 359 2 1unsiernnedn Jeenadawansenuiu Java Applet Wanildiu Web browser ¥83vinu
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